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Abstract—In previous work Hicks et al. proposed a method
called Unused Circuit Identification (UCI) for detecting ma-

licious backdoors hidden in circuits at design time. The UCI aq

algorithm essentially looks for portions of the circuit that go r— — -t
unused during design-time testing and flags them as potentially

malicious. In this paper we construct circuits that have ma- S —>

licious behavior, but that would evade detection by the UCI
algorithm and still pass design-time test cases. To enable our
search for such circuits, we define one class of malicious circuits
and perform a bounded exhaustive enumeration of all circuits S ==
in that class. Our approach is simple and straight forward,
yet it proves to be effective at finding circuits that can thwart
UCI. We use the results of our search to construct a practical
attack on an open-source processor. Our malicious backdoor Figure 1. The UCI Algorithm.Supposes carries the same value ds
allows any user-level program running on the processor to enter ~ fOr every test case executed during design-time testings Wreans that
supervisor mode through the use of a secret “knock.” We close e intervening logic could have been replaced by a singfe wiithout
- ) ; . - invalidating any of the tests. In this case, the UCI algonitfiags the
with a dlscu35|pn on what We see as a major Ch&!”enge facing circuitry betweens andt¢ as potentially malicious.
any future design-time malicious hardware detection scheme:
identifying a sufficient class of malicious circuits to defend
against.
the attacker will remain inactive during the entirety of the
design-time testing process.
The UCI algorithm works by creating a dataflow graph
corresponding to the source code under test and then looking
A computer’s hardware layer is often trusted implicitly. for any pair of signals(s,¢), such thatt is dependent on
As a result, a machine that contains untrustworthy hardware and the intervening logic between and ¢ could have
may be open to attack, regardless of its operating systefeen replaced by a wire without affecting any of the outputs
or software stack. If the hardware contains a backdoor, agomputed during design-time testing. If such a pair is found
attacker may be able to gain total control of the machinethat pair identifies a portion of the circuit that does not
bypassing any security protections provided by the softwar appear to have been activated during design-time testidg an
This is true even if the OS and application layers are free othus might be malicious. Figure 1 illustrates the idea bethin
bugs and vulnerabilities. Recent research has demorstraté/Cl.
how just such an attack could work [1], [2], and the media In this work, we identify circuits that have hidden (i.e.,
have started to report on the United States government®alicious) behavior, yet can evade detection by the UCI
concern about the possibility of these attacks occurring iralgorithm. In particular, these circuits have the follogin
the real world [3], [4]. property: for all dependent signal paifs, t), there exists
There has been a variety of research on the problerat least one configuration of inputs that would result in
of detecting malicious hardware (see Section VII for ans # t and would not cause the circuit to exhibit the hidden
overview). In this paper we focus on the Hicks et al.behavior. This configuration of inputs, if present in theteui
paper [2] which tackles the problem of detecting maliciousof test cases used during design-time testing, ensures the
hardware inserted at design time. The authors of that workJCI algorithm will not flag the circuitry betweenandt as
propose an algorithm, Unused Circuit Identification (UCI), potentially malicious. In other words, in our circuits taer
for identifying portions of a circuit that go unused during is no pair of dependent signals that are always equal during
design-time testing. The idea is that an attacker insertinglesign-time testing.
malicious code into an existing hardware design will workto  To produce these attack circuits, we developed a search
ensure the malicious behavior is not activated during aesig algorithm for finding circuits that are malicious (have hedd
time testing. The assumption is that any circuitry insetigd behavior), admissible (would pass design-time testingd, a
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stealthy (would evade UCI). The algorithm is straightfor- B. Threat Model and Assumptions
ward, a bounded exhaustive enumeration of possible combi- We follow the same threat model and assumptions in-

national I(_)gi(; circuits from a given set of gates, yet it @sv troduced by Hicks et al. [2]. Namely, we assume a rogue
powerful in finding hardware that defeats UCI. _ designer can insert malicious hardware into the circuit de-
Using one of the circuits returned by our search, we impleign "hut the attack needs to remain hidden during tradition
ment a practical attack against an open-source processor. Wesign-time testing. The rogue designer cannot control the
insert a backdoor into an open-source processor and shoyite of tests used for design-time testing of the hardware,

that the backdoor isiot detected by the UCI algorithm. ¢ can learn arbitrary information about the test cases, (e.
Our backdoor allows a user-level program that knows th&ynich instructions will appear in a test case).

secret handshake to enter supervisor mode and thus take
control of the system. The behavior of our attack is ideftica 1. BACKGROUND: UCI

n ri in earlier work on malici kdoor - -
to one described in earlier work o alicious backdoors Before describing our approach to finding attacks on

in hardware [2], but unlike prior work, our backdoor is , ; .
constructed in a way that evades detection by UCI. OurUCI’ we first explain how the UCI algorithm works. The

attack targets the Leon3 proces$an implementation of the following d(_escnpnon 'S mtended_only to give a high Ieyel
SPARCV8 architecturé.We synthesize a Leon3 processor understanding of how the algorithm works. The technical

with our backdoor added and show that a user-level prograrﬁe'[alls can be found in the o_r|g|na| paper [2.]' L .
UCI operates on the design of some circuit, given in

running on Linux on the processor can exploit the attack e .
and cause the processor to transition into supervisor mode&> e hardware description language (HBhe algorithm

by executing a special sequence of instructions. prop_eeds in_four phe};es:. static ana_IyS|s, Instrumentation
- . verification, and classification. In the first phase, a dataflo
After describing our practical attack, we look at ways

UCH might be sirengthened against te bpe ofatcks wdlo0" = ISES Tom I Souse Sode (Wi ey o
built. Our work suggests there is no easy fix to UCI, Y gic). grapn,

edge represents a signal (wire) and each node represents a

and indeed, any QCI-hke algonthm_ that depends .SOIehé%ate.The dataflow graph is used to find the set of all dataflow
on test cases (which are necessarily non-exhaustive) f

the specification of correct behavior will always run into palrhs:f the set O.f p?ws of ?Ilgna{s,t)hwher(; thereh|s_ some
difficulty. We identify what we see as a major challenge forpat roms to in the dataflow graph. Such a path indicates

. o o that data can flow from signalto signalt. Another way to
any future UCI-like algorithm: identifying an adequatessa think about it is that signal is dependent on signal

of T“a"c'ous c_|rcuns _to defend against. We discuss these Once the set of dataflow pairs has been identified, the
topics further in Section VI. . . o . .

original source code is modified to include tracking hard-
ware: signals that note whenever any dataflow pair becomes
unequal, i.e., whenever+# t.

This research contributes to the field of malicious hard- The third phase of the algorithm is verification. The
ware detection in the following ways: newly instrumented code is simulated and run through a
o We show that UCI, the malicious hardware detectionb"’me.ry of.tests. At the end Of. the verification ph_ase, the

tracking signals show which, if any, dataflow pairs were

scheme proposed by Hicks et al. [2], is flawed. We LT
design and implement an attack on the Leon3 processoerqual throughout all test cases. These dataflow pairs iredica

that can be exploited to launch a software-level attack'OIaCes where malicious circuitry may lie. If there is a

The malicious hardware evades detection by UCI, whiled2t@flow pair (s, ¢) for which the propertys = ¢ holds

still allowing the processor to pass design-time testingthrouthOUt all test cases, then it follows that t.he cir@gitr

« We present an approach for finding malicious circuitsb.etweens a'nd't COUI(.j be replaged with a single wire
that can be easily tailored and replicated for evaluatin €., sho_rt-_(:lrcwted)_ W'thQUt _affe_ctln_g th_e result OWSI
future research in the area of malicious hardware detec(zas_e'_-rhIS mterr_nedla_te circuitry is highlighted as p"w
tion. We use this approach to find simple circuits thatmallmous, as this logic seems to serve no purpose in any of

contain malicious behavior, but that UCI would not be the test cases.
able to detect.

o We present what we feel is a major challenge facing
any future design-time malicious hardware detection In this section, we define a class of circuits that can
scheme: |dent|fy|ng an adequate class of ma”ciou§vade detection by UCI and that can be used for malicious

circuits to defend against.

A. Contributions

IIl. CONSTRUCTINGATTACKS: METHODOLOGY

SHicks et al. [2] state that their approach would work equalsll on a
netlist describing the circuit. However, their expositiassumes the HDL
Lhttp://www.gaisler.com is provided and therefore, in our description, we do as Wells issue has
2http://www.sparc.org no bearing on the ability of UCI to detect our attacks.



purposes. Then, we conduct a systematic search for circuits

in this class, with the following approach:
1) We fix an upper bound on the number of input signals

2)

3)

to the circuit and on the size of the circuit (total
number of gates). Also, we fix the type of gates that
may be used in the circuit.

We enumerate all circuits of the class which fall within
the bounds.

We analyze each circuit generated and keep those that
evade UCI, meet our definition of malicious, and could
still pass design-time testing.

All circuits produced by this search defeat UCI and

could be used by an attacker to insert a stealthy, malicious
backdoor into a target hardware design. We define search

criteria that are sufficient for a circuit to evade detection

by UCI, but the criteria are by no means necessary: there

may be other ways to construct circuits that defeat UCI. The

search criteria are designed to keep the search practisal. A

shown in Section 1V, the class of circuits the search prosluce
is rich enough to defeat UCI and produce a malicious circuit
that can be used in a practical attack.

A. Definitions

Before defining the class of circuits targeted by our search,

we define the following terms:
Basis of Gates:

The basis of gates is a s& = {go,91,---,9n}

of logic gates available for use in building circuits.
Circuits generated by our search will use only these
gates.

Circuit:

For our purposes, a circuit’ is some combina-
tional logic built using gates from the bas(s(x)
denotes the output af’ on inputz. We focus on
circuits that produce a single bit of output, so a
circuit C' defines anoutput functionf from n-
bit inputs to 1-bit outputs: namely, the function
f:{0,1}™ — {0,1} given by f(z) = C(z). The
output function f specifies only the input-output
behavior of the circuit, whereas the circdititself
also records the internal structure of the circuit.
Each internal wirev of C' computes some function
fw- In our search algorithm, for each circdit we
store only its output functiorf and the setS =
{fw : w is an internal wire ofC} of functions for
each internal wire of. For conciseness, we often
identify the circuitC' with this information:C' =
(f,S). Given an arbitrarily complex circuit design,
we can computef, S recursively, as follows:
1) If C is a single wire connecting an input
x to the output, it computes the projection
function f(z) = « and has no internal wires:

C=(£0).

Size:

2) SupposeC; = (f1,51) and Cy = (f2,52)
are circuits, and suppose the circuit is
formed by combining the outputs of circuits
C7 and Cy with a 2-input gateg from the
basis of gates, i.e = g(C4,Cs). Then the
resulting circuit can be expressed as

C = (g(f1, f2), S1US2U{f1, f2}).

A similar pattern applies to gates with more
or less than 2 inputs.

The size of the circuit is the total number of gates
used to construct the circuit.

Trigger Condition:

We define two types of inputs to every circuit con-
structed: trigger and non-trigger. The non-trigger
inputs are the normal inputs, which are used in the
normal functionality of the circuit, while the trigger
inputs are used only to define a rare condition
under which the hidden malicious behavior will be
activated. In particular, the hidden behavior should
appear if and only if the set of trigger inputs
are driven with a single, specific, predetermined,
value (the trigger value). The trigger condition is
the condition that the trigger inputs are driven
with that specific value. Thus, under the trigger
condition, a malicious circuit exhibits its special
hidden behavior.

The input 2 to the circuit is decomposed into
x = (i,t), wherei = (i, ...,4,) denotes the non-
trigger inputs andt = (to,...,t,) denotes the
trigger inputs.

Non-Trigger Condition:

A circuit is in the non-trigger condition whenever
the trigger inputs are not driven with the trigger
values, i.e., when the trigger condition is false.
Under the non-trigger condition, the circuit exhibits
its expected behavior.

Admissible Circuit:

We say that a circuit isadmissibleif: (1) there
exists exactly one trigger condition, (2) the circuit
has at least one non-trigger input, and (3) under the
non-trigger condition, the trigger inputs become
don’t-cares (do not have any effect on the output
value of the circuit). Our search algorithm only
examines admissible circuits.

The admissibility requirement defines a clear sep-
aration between trigger and non-trigger inputs and
ensures that any constructed malicious circuits will
still pass design-time testing.

Note that while the definition of admissibility re-
quires the output of the circuit to be independent
of the particular values on the trigger inputs in the
non-trigger condition, we dmot place a similar



restriction on non-trigger inputs. In the trigger functionality. Hidden functionality should be triggeredlyp
condition, the output of the circuit is permitted in a special condition that is unlikely to arise in normal
to depend upon non-trigger inputs (the non-triggerdesign-time testing. A simple special case arises when some
inputs do not need to be don't-cares in this case).of the inputs are used only to trigger the hidden functidpali
Obviously Malicious Circuit: and do not otherwise affect the circuit's behavior. This
We define a circuit to bebviously maliciousf motivates separating the inputs into non-trigger vs. #&igg
there exists any two valuations to the inputs to theinputs. If the circuit exhibits new behavior when the trigge
circuitz = (i,t), 2’ = (i,t') wheret is in the non-  inputs are set to a special value, then we consider that the
trigger condition and’ is in the trigger condition circuit has hidden behavior and thus may be malicious.
and C(x) # C(z'). In other words, the circuit is We impose the admissibility requirement only to facilitate
malicious if changing just the trigger inputs from algorithmic search. It is possible to imagine a malicious
a non-trigger value to the trigger value can changecircuit in which all inputs affect the output at all times,tbu
the output of the circuit (presumably, activating its one particular combination of inputs produces an unwanted,

hidden functionality). malicious behavior. (Indeed, in a real-world setting, ikia
Stealthy Circuit: particularly plausible type of attack.) However, recogmiz
We define a circuit to bestealthy if UCI will that such a circuit is malicious requires some semantic

not flag any part of the circuit as malicious. We knowledge of desirable vs. undesirable behavior.

assume the test suite used by UCI includes every To see why this is so, we consider an example. Suppose
possible input where the trigger condition is false. C' is a circuit with two trigger inputs = (¢¢,t;) and with

(We discuss the implications of this assumption intrigger conditiontg A ¢; (i.e., the trigger condition holds if
Section VI.) Thus, a circuit will be stealthy if there ¢ = (1,1)). The admissibility constraint requires

is no pair of dependent wires that are always equal ] ) ] ,

during design-time testing. To be more precise, a vi . C(i(0,0)) = € (1,0)) = C(i, (0,1)),

circuit ¢ = (f,5) will be stealthy if there is N0 j e 50 long as the trigger inputs are not both “17, they db no

pair s;, s; of internal wires §; € S, s; € SU{f})  affect the output of the circuit. If the circuit is admissibl
such that data can flow from to s;, and such that \ye can easily recognize it as malicious if we have

s; = s; always holds for all inputs satisfying the

non-trigger condition. Fi,t . C(i,t) # C(i, (1,1)),

B. Defining Malice and Requiring Admissibility since this means that when the trigger inputs are fed with a
special value (namely], 1)), the circuit behaves differently.

Now assume that the circuff’ is not admissible. In this
case, it would be easy to find a pair of inpuist), (¢,t)
esuch thatC(i,t) # C(i,t'), which implies that either
ﬁ'(i,t) # C(i,(1,1)) or C(i,t") # C(i,(1,1)). This is true
egardless of whether the circuit is malicious or not. Ineoth
ords, if C' is not admissible, it is always true that

Our definitions of admissible and obviously malicious cir-
cuits require further discussion. We emphasize that these a
intended to serve as a sufficient, but not necessary, conditi
under which a circuit could be used in an attack. They ar
by no means an exhaustive characterization of when a circu
might contain a hidden backdoor. For instance, we carl
imagine circuits that do not have a clear separation betweelf
trigger and non-trigger inputs, and which exhibit hidden Ji,t . C(i,t) # C(i,(1,1)),
behavior if the entire input satisfies a certain rare coonijti
such circuits might be useful to an attacker, but would notvhetherC' is malicious or not. Therefore, in the absence
be found by our search. Our definitions are intended solel@f any kind of specification of desirable behavior, there is
to make a|gorithmic search easier, by focusing the searcRO clear basis for dIStIﬂgUIShlng a malicious circuit from a
on a particular type of dangerous circuit. Our results shownon-malicious circuit.
that this is sufficient to find serious attacks against the UCI Even though we only include admissible circuits in our
algorithm—abut we do not claim that it can be used to creatésearch results, as we show in Section IV-B, we were able
all possible attacks. to easily translate one of the circuits from our search tesul

Our focus on circuits that have a clean separation betweelfito a real-world attack.
trigger and r?on-_trlgger inputs is motlvateq _by the_ ngedC. Methodology
for some objective way to recognize malicious circuits.

Consider, for example, a single AND gate with two inputs With the definitions in place, we can now explain our
and one output. Without any further context, there is nomethodology more precisely. We enumerate all circuits in
meaningful way to classify this circuit as benign or ma-the class defined by the following parameters:

licious. Since we can not determiree priori whether a « 1 or 2 non-trigger inputsi = (i, 1) or i = (ig).
constructed circuit is malicious, we instead look for hidde « 2 trigger inputsit = (¢, ;).



o Basis of gates given by the sét where Algorlthm 1 SearChing for Stealthy, admiSSible, ObViOUS|y

G C {AND, OR, NOT, NAND, 2-input MUX]}. malicious circuits

« Trigger condition given byt, A t; (i.e., the trigger // Initial circuits, one for each input.
condition holds ift = (1,1)). Co = (io,0)

« Circuit size: N < 3. C1 = (i,

For each circuit enumerated, if it is admissible, obviously
malicious, and stealthy, we add it to our set of malicious

circuits that can evade detection by UCI. . -
// The set of already-considered circuits.

D. Searching for Circuits conpl eted _circuits =0

Our search algorithm works as follows. We maintain a // The circuits to use as building blocks in larger circuits.
workqueue of newly formed circuits—these will serve as Wor kqueue =[Co, €y, C5,C5]
building blocks for future circuits. We also maintain a seto  // The set of gates to use in building circuits.
completed circuits?. Roughly speaking, in each iteration of ~ 9@t €_basi s = {AND, OR, NOT}
the algorithm we remove one circuit from the workqueue, ) S
consider all ways to expand by adding one gate, add each  /* While there are still circuits in the workqueue, pop
new circuit generated in this way to the workqueue, and then the next one off and combine it with every previously-

add C to the list of completed circuits. considered circuit and with itselt/
More precisely, we initialize the search by settiRg= () while lengthfuor kqueue) > 0 do
and populating the workqueue with four circuit€y, = curr_circuit =workqueue.pop() _
(io,0), C1 = (i1,0), Co = (to,0), C3 = (t1,0). In if curr_c;|.rcwt is stealthy, admissible, and obvi-
each iteration, we remove one circuit from the front of the ~ Ously maliciousthen
workqueue, say” = (f,5). If C is admissible, obviously print curr_circurt
malicious, and stealthy, we outpGt and the search contin- else _ _
ues with the next circuit in the queue. Otherwise, for each for all gate ingate_basisdo
gateg € G and each circuiC’ € RU{C'}, we build a new for all circ in conpleted circuits U
circuit C” asC” = g(C,C"). If C" is stealthy and not iR, {eurr_circuit} do ' .
it is appended to the workqueue, otherwise it is discarded. new circuit = gate(curr_circuit,
OnceC has been combined with every circuit U {C}, circ) o _
using every gate iz, C is added to the sek. if newcircuit is stealthy and not in
This approach only explores circuits where every subcir- conpl eted_circuits then .
cuit is stealthy. Note that for a circuit’ to be stealthy, wor kqueue.appendfew_ci rcui t)
it is necessary for every subcircuit @ to be stealthy; end if
therefore, there is no point in exploring circuits with a end for
subcircuit that is not stealthy. Also, the algorithm doe$ no end for o S
distinguish between two circuits;, C» with the same output conpl eted_circuits.addEurr_circuit)
function and set of internal functions: @, = (f, S) and end if

Cy = (f,S), then these two circuits are indistinguishable __€nd while

in terms of UCI and in terms of their externally observable

behavior, so we keep one @t,, C> and discard the other.

This partitions circuits into equivalence classes and onlyircuit to analyze in order to gain an understanding of how it
keeps one representative of each equivalence class in t¥ades UCI. We then select a more complex circuit with the
workqueue and completed set. desired trigger condition and non-trigger condition oatpu

We conducted the above search multiple times, eachehavior for use in creating a privilege escalation attack i
time using a different basigi of gates. In particu- the Leon3 processor. We show that the attack evades UCI
lar, we conducted a separate search for each subsapalysis.
of {AND, OR, NOT, NAND, 2-input MUX}, excluding the -
empty set. The pseudo-code for the algorithm is showﬁA“ Example Circuit
below. We summarize the results of this search in Section The smallest circuit we found that satisfied our criteria
V-D. was a two-gate circuit with bass = {MUX}. This circuit

is shown below in Figure 2. The inputs to the circuit are
IV. ATTACKS i = (ig,41) (non-trigger inputs) and = (to,1) (trigger

From the set of admissible, obviously malicious, andinputs). The trigger condition i At;. The output function

stealthy circuits returned by our search, we select a smatf the circuit is f = (ig A i1) V (to A t1 A —ip). Under




non-trigger conditions the output function fsr = i A 1. ti to u g | h f | Comments
Under trigger conditions the output & = ip V —i;. 0 0 0 00 O
0 0 O 1|1 O|h#ti,h#te, h#1
. 0O 0 1 0,0 O
to 0 0 1 1|1 1
h 0O 1 0 0,0 O
to 0 1 0 1|1 Of f#te, f#iof#*h
0 1 1 0,0 O
o 1 1 1|1 1
f 1 0 0O 0]0 O
t1 i 1 0 0 1] 0 O|h#ip
] 1 0 1 0|0 Off#t,f#1u
1 0 1 1/0 1
; "1 1 0 0 1 1] Trigger condition is true.
0 1 1 0 1| 1 0| Trigger condition is true.
Figure 2. Two-gate, stealthy, admissible, and maliciousutirc 1 1 1 o)1 1 Tr!gger Cond!t!on !S true.
1 1 1 1] 1 1| Trigger condition is true.

. . . . . Figure 3. Truth table for two-gate circuit shown in Figure 2.
This circuit evades detection by UCI because there is no

pair of dependent signals that are always equal under the

non-trigger condition. The truth table in Figure 3 shows thecontaining some hidden behavior and use the hidden behav-
input values and associated output values for this stealthyy to create an attack. We insert our malicious hardware int
MUX circuit. In addition to showing the output functiofi 4 processor and show that UCI daest detect the attack.
the table shows the values for the lone internal signal The UCI paper describes what the authors catfiaicious
The rows below the dashed horizontal line are the signajoothold malicious hardware inserted into a processor that
values under the trigger condition, which are not seeryjjows the attacker to later gain entry to the machine
during design-time testing. The final column notes whenang jaunch a system-level attack. One such foothold they
an input makes a dependent pair of signals unequal. Thgescribe is the supervisor transition foothold. This is a
_data in the table shows that if the test suite includes th%iece of hardware inserted into the processor’s core pigeli
inputs (t1,%0,71,70) = (0,0,0,1), (0,1,0,1), (1,0,0,1),  that, upon detecting a secret trigger sequence of insoneti
and(1,0,1,0), then UCI will not flag any part of the circuit - (xnock”), transitions the current process into superwiso
as malicious. Since the trigger condition for all of thesempode.
inputs is false andfyr = io A\ iy, for every test case this  jcks et al. [2] show that UCI is able to detect their
circuit will behave identically to an AND gate applied 49 jmplementation of the supervisor transition foothold. hist
andi;. section, we show how to implement the same attack, but in
If a rogue designer has access to the source code ¢f way that UCI can not detect. We introduce a backdoor
some security-critical hardware, he can replace any ANDnto the Leon3 processor, which implements the SPARCv8
gate with the malicious circuit in Figure 2 and cause it t0architecture. The configuration of the processor and system

behave differently under a special condition that might notare jdentical to the configuration used in the paper progosin
be exercised during design-time testing. If this affectsso ¢

security-critical element of the hardware, it might intnoe In order to implement a stealthy attack, we looked for
a hidden vulnerability or backdoor that is not detected by, place in the code where the value of the supervisor-

UCl. ) _ ) o mode bit was set by the output of someinput function
UCI misses this behavior because the way the circuit wagyper « ¢(io,4,...,i,_1). Then we searched through

constructed, there is no intermediate function equivalent g, library of example stealthy, admissible, and malicious

io A1 that UCI can short-circuit the output with. This idea gjrcuits to find one with the appropriate output function. We

of creating a non-trigger function which i®tequivalent o neededfyr = g(io, i1,...,in_1) and fr = 1, which will,

any internal function is the key to defeating UCI. when triggered, artificially increase the privilege levétie

i executing process.

B. Practical Attack We inserted our attack in to the processor’s integer unit
The previous example indicates there are ways to conpipeline. The process we modified is one that writes values

struct simple circuits with hidden behavior that evade UCl.computed in the previous clock cycle by each stage in the

In this section, we show how an attacker can replace th@ipeline for use by the subsequent stages in the next clock

functionality of a larger design with one of these circuits cycle. Shown in Figure 4 is the fragment of the process



pertaining to the setting of the super signal, the bit thathere are the two processes used to track when this instnuctio
will put the processor in supervisor mode. (This is nothas been seen. The attack circuit we inserted is shown
the actual code, but a more readable representation of the Figure 5. We inserted the line of code shown there as
code’s behavior.) Omol dn = 1 4 the supervisor-mode bit a replacement to the code shown in Figure 4. As in our
gets updated with the value computed in the previous cyclsimple example (Figure 2), in this circuit there is no pair of
(in.super). Onresetn = 0 (active low) the processor dependent signals that could have been replaced by a wire
is put in supervisor mode. Otherwise, the supervisor-modeluring design-time testing without changing the behavior o

bit remains as it was in the previous cycle.

reg : process (clk)
begin
if rising_edge(clk) then
if (holdn ="1") then
super <= in.super;
end if;
if resetn ='0" then
super <= "1";
end if;
end if;

end process;

Figure 4. Original processor pipeline code responsiblesfetting the
supervisor-mode bit. This is the code before we inserted aokdoor.

hol dn o
=D
super
hol dn
in. super D

resetn > o
instruct_curr D
instruct _prev

hol dn

O
L
super

hol_dn
in._super

super <= ((NOT hol dn AND super) OR
(hol dn AND i n. super)) OR
((NOT resetn) OR (instruct_curr AND
(instruct_prev OR ((NOT hol dn AND super)
OR (holdn AND in.super)))));

Figure 5. The attack circuit we use for the hidden backdoloe tbp shows
the structure of the attack. The bottom shows the HDL impleatent of
the attack.

Our attack setsuper < 1 when the processor sees a
specific instruction repeated two times in a row. Not show

4hol dn is an active low signal that depends on a similar hold signal in

the data and instruction caches

n

the output signal. In the absence of the “knock” instruction
the attack code works as the original code did. For additiona
confidence that our modified processor could pass design-
time testing, we tested it using the official SPARC certifica-
tion test benches from SPARC International. The processor
passed all tests, allowing the malicious process to cagry th
SPARC trademark.

In total, we inserted 19 lines of code into the processor.
This includes the code to set the supervisor bit as well as
the code to track the presence of the trigger instructiores. W
also removed 7 lines of the original code from the processor,
for a net increase of 12 lines of code. This is comparable to
the number of changes required for the attack used in the
UCI paper.

Using the same tools and environment as in the UCI
paper, we performed UCI analysis on the processor pipeline
augmented with our attack. We used the test bench that
comes bundled with the Leon3 processor for the UCI
analysis. While the original UCI experiments used additiona
test cases, adding additional test cases do¢crease the
chance of detection by UCI. The number of circuits flagged
by UCI as potentially malicious onlylecreaseswith the
use of additional test cases. We discuss this point furtier i
Section VI.

UCI was unable to detect our attack, with one caveat,
which the next section describes.

C. Analysis of UCI Results

The caveat is that, to test our attack, we extended the
test bench slightly. The instruction we used as our trigger
did not appear anywhere in the original test bench. There-
fore, UCI was able to detect that thenstruct prev
andi nstruct _curr signals (which indicate whether the
previous/current instruction is the trigger instructiomgre
constant at). We added one instance of this instruction to
the test bench, and confirmed that UCI is then unable to
detect any sign of the attack circuit.

This modification to the test bench violates our assump-
tion that the attacker can not control the tests used during
design-time testing. However, as we argue next, this is not
an inherent limitation of our attack, but rather an accident
artifact of a sub-optimal implementation of the attack, and
it would be straightforward for an attacker to adjust the
attack to avoid this issue. In particular, it would be easy
to pick some other instruction that appears at least once in
the test bench, but that does not appear twice in a row. It
seems reasonable to assume that the attacker would know the



contents of the test bench, or at least some of the test casd3, Multiple Triggers

making it easy to choose a trigger instruction that already The apove example is not perfectly stealthy, since there
exists in the test bench. In retrospect, we chose our tiigger g always a chance the two-input trigger condition could
instruction poorly: we overlooked the need to choose gccyr as part of the traditional design-time testing alt cir
trigger instruction t_h_at already occurs in the_ test b_enth. lcuits are put through. Arguably, if the trigger instruction
would have been trivial to choose a different instructiard & js chosen carefully, the chance that the test suite includes
if we had chosen more wisely, no modification to the testsome sequence where the trigger instruction is executed
bench would have been necessary. twice in a row (thus detecting the backdoor) is low, but there
We also verified that none of the false positives producedjj| remains some chance that the backdoor is accidentally
by UCI would inadvertently reveal our backdoor. The UCI exposed during design-time testing.
algorithm produces a fair number of false positives: pairs 0 e note that a smart attacker can virtually eliminate
dependent signals that happen to always be equal during thge chances of accidental exposure by choosing a trigger
design-time testing that was done, but that can be non-equ@bndition that holds only for a vanishingly small proportio
under legitimate, untested input configurations. If thaatt o inputs. If the attacker uses anbit trigger condition, there
circuit happens to fall within the dependency chain of a pairg only a1/2" probability that a randomly chosen test will
of such signals, the attack would be highlighted by UCI aSexpose the backdoor; by choosingsufficiently large, the
potentially malicious. In other words, UCI might get lucky attacker can make the probability that any test reveals the
and catch the attack by sheer chance. If the system designgjgckdoor negligible.
reviewed everything highlighted by UCI, then they might  a|| of the malicious circuits discussed until now have
notice the attack circuit as they reviewed the false passtiv only a 2-bit trigger. It is natural to wonder whether these
To see if this was the case with our attack, we looked akttacks can be generalized to work with arbit trigger
all the pairs of signals highlighted by UCI and verified that congition, for arbitraryn. Through manual analysis, we
none of the gates involved in our attack were involved injgentified several malicious circuits that could be extehite

the dependency chain between two such signals. an n-bit trigger condition, and we show one such circuit in
We also verified that our attack is successfully able toFigure 6. This circuit has two non-trigger inpuits- (io, 1)

defeat BlueChip, a hybrid software/hardware solution thagng, trigger inputst = (to, t1, ..., ¢,_1), with the trigger
builds upon UCI to defend against backdoors [2]. BlueChipcongitionty A #1 A - A t,,_1. The output function of this
removes any hardware flagged by UCI as potentially magircuit is f = (ig A i1) V (tg Aty A -+ A tn_y). Under
licious and replaces it with a trap. During execution, anynon-trigger conditions the output function fsr = ig A 1.
instruction that would have used the removed circuitry getynder trigger conditions the output is stuck ft = 1.
simulated in software using alternate instructions. Beeau The attack from Section IV-B can be extended to use an
our attack circuit is not detected by UCI, it is not removed,, pit trigger, thereby making the backdoor even harder to de-
by BlueChip, and thus BlueChip is not able to detect Ortect through design-time testing. Figure 7 demonstrates on
defend against our backdoor. However, our attack relies upoyay to do so. This figure shows a design where executing a
the assumption that the trigger instructions will be exedut single specially chosen instructiontimes in a row triggers
natively, in hardware, and will not trap; we verified thatsthi the packdoor. To make the figure cleaner, we don’t show
is indeed the case and that our trigger instructions will nOthe sub-circuit(—holdn A super) V (holdn A in.super) and
cause an unwanted trap. In particular, we compared the Sf{stead show only its output. The circuit remains stealthy
of (false positive) signals flagged by UCI when run on theyhen the sub-circuit is put back in place. Other general-
processor using the regular test bench to that returned byations are possible; for instance, we could choose atsecre
UCI when using a test bench augmented with a test thagequence of, different instructions and trigger the backdoor
executes our trigger instructions. There was no differencenly when those: instructions are executed consecutively.
between the two. This demonstrates that our trigger instruqn this way, the attacker can make it vanishingly unlikelgtth

tions do not cause BlueChip to trap and simulate them ihe hackdoor will be detected through black-box testing.
software; the instructions execute normally and succégsfu

engage the backdoor. V. POSSIBLEDEFENSES

To test our attack, we used an environment identical to that Given the two attack circuits covered so far, there are a
used in the UCI paper. We synthesized the Leon3 processaiumber of modifications to the UCI algorithm it might be
with our embedded attack on a Xilinx Virtex 5 FPGA natural to suggest. In this section, we look at a number of
development board and successfully booted the SnapGepossible fixes to UCI and discuss the validity of each one.
Embedded Linux distribution (linux-2.6.21.1 kernel). ihe We argue that none of the natural modifications to UCI is
we wrote a user-level program that triggers the backdoorsecure: they can all be defeated through simple variations o
The program was able to successfully transition the processur attacks. This suggests that it will not be straightfativa
sor into supervisor mode, using the backdoor we built.  to develop effective defenses against these attacks.
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A. Handling of MUX Control Inputs

The UCI algorithm, as described in the original UCI
paper [2,85.3], does not treat the output of a MUX gate
as data-dependent upon the control input to the MUX, and
thus does not include these among the pairs of signals
it analyzes, potentially missing some attacks. The origina
paper suggested that it would be straightforward to extend
the UCI algorithm to treat MUX outputs as data-dependent
upon their control signals (by converting MUX gates to their
AND and OR gate representation and treating them as pure
data flow elements).

This extension to UCI does not stop our attacks. The
attack circuit in Figure 5 does not use any MUX gates,
and thus is not affected by this modification to UCI: the
attack remains effective and undetected by UCI. Therefore,
our backdoor for the Leon processor would be unaffected
by this extension to the UCI algorithm.

The example in Figure 2 does use MUX gates, but as
it happens, even the extended UCI algorithm does not flag
it as malicious, since there are test cases where the MUX
outputs differ from their control inputs (e.g(p,0,0,1),
(1,0,1,0)). Our search algorithm considers the output of
every gate to be dependent upon all of its input signals,
without differentiating between control vs. data flow, so
every stealthy circuit output by our search algorithm alsea
defeats the extended UCI.

B. Shrinking the Basis of Gates

The example shown in Figure 2 uses two MUX gates. One
might wonder if the reason UCI fails to detect the malicious
circuit is because the MUX gate is a macro element that
contains three basic operations. It would take two AND
gates and one OR gate to comphtehe intermediate signal



computed by the first MUX gate. It feels as though the 10

MUX gate is hiding some intermediate signals that might

be present once this gate is compiled to silicon. It is natura

to conjecture that, if these intermediate signals were sxgo to

to UCI, UCI might be able to detect the attack. For instance,

if we restrict the circuit so that it can only use simple gates

such as{AND, OR NOT}, then perhaps it would not be i f

possible to defeat UCI (one might hope). 1 b |
This defense does not work. As our practical attack

on the Leon3 processor shows, it is possible to build a

circuit that defeats UCI using only that three-gate basis.

Moreover, with an additional search, we were able to find o
admissible, malicious, and stealthy circuits that used onl

NAND gates, as well as attacks that used only MUX gates. "

This demonstrates that even if we compile the circuit to o _
NAND gates and then run UCI on the result, UCI still does

not detect all malicious circuits.
We also performeo(;) additional searches with an ex- 11
panded basis, to examine each two-gate basis possible
from the set{AND, OR NOT, NAND, 2-input MUX}. We Figure 8. Stealthy and malicious circuit in which no portidrttee circuit
found admissible, malicious, and stealthy circuits forheac could be replaced with a single MUX gate.
of these(g) bases. This indicates that exposing additional
intermediate values or shrinking the set of allowed gates is

not sufficient to make UCI secure. stealthy circuits suggests that there are enough distinct
) o ] ) functions for the attacker to have a reasonable chance of
C. Replacing Circuitry with a Single Gate implementing her malicious hardware of choice while still

For each of the malicious circuits shown in Section IV, evading UCI.
there exists some sub-circuitry that could have been redlac  For each search we explored all circuits up to a size of
with a single gate without changing the output under thethree gates. Once we had seen all circuits with less than four
non-trigger condition. The UCI algorithm looks for a de- gates we stopped creating new circuits. Although our focus
pendent pair of signals where the intervening sub-circuitvas on enumerating all circuits with at most three gates,
could be replaced with a wire. It seems natural to extendis a consequence of our searching algorithm we ended up
UCI to also look for any triplet of dependent signéist, u) building some circuits with more than three gates along the
whereu is dependent on bothandt and check whether the way. Therefore our results do include some larger circuits.
intervening circuitry between them could have been replace  We found 2,317 unique circuits that are admissible, ob-
by a single gate from the basis. viously malicious, and stealthy. Of those, 75 had unique

Unfortunately, this too can be broken. Figure 8 is aoutput functions. To put this number in perspective, thaltot
counter-example that shows this approach is insufficiegme. T number of unique output functions (for a circuit comprising
circuit was built using the basi€ = {MUX}. The output any number of gates, but given our constraints of two
function of the circuit isf = (ig A —i1) V (to A t1 Adq). non-trigger and two trigger inputs) that would meet our
Under non-trigger conditions the output f& = ig A . definition of obviously malicious and admissible (although
Under trigger conditions the output f§ = ig Vi;. There is  not necessarily stealthy) & x 24 = 256. The total number
no portion of the circuit that could be replaced with a singleof unique output functions for any four-input circuit of any
MUX gate without changing the function output under non-size is2'¢ = 65536. Of the 75 unique output functions

trigger conditions. we found, 27 could be expressed by a circuit with 3 or
] fewer gates. The circuits for the other 48 output functions
D. Expressiveness of Attacks contained between 4 and 7 gates. The smallest admissible,

While the attack we demonstrated is very powerful, theobviously malicious, and stealthy circuit we found used 2
function of the malicious circuit we used was very simple.MUX gates. The smallest circuit that did not use a MUX
(For instance, the attack in Figure 2 acts like a simplegate required 3 gates.

AND gate, in the non-trigger condition.) It is reasonable to In addition to bounding the search, we also forced the
ask how much the attacker is constrained by evading UClIsearch to time out after ten minutes, regardless of whether
While we don’t have any definitive answer to that question,all one-, two-, and three-gate circuits had been explored.
the results from our search for admissible, malicious, and’herefore, 27 represents a lower bound on the number of



unique output functions available when using up to three Given this constraint, one approach for defending against
gates. malicious circuitry is to define a particular class of malics
hardware and then work to defend against that class. UCI
VI. DISCUSSION implicitly defines one such class of circuits as the set of
malicious circuits that will stay inactive during desigmé

Our experience working with UCI revealed a counter-testing. We were able to break UCI by finding malicious
intuitive property of the algorithm. For a fixed circuit with cjrcuits that fall outside that class of circuits, i.e., byding
a hidden attack, the chances that UCI detects the attagialicious circuits that are active during design-timeitest
decreasesis we increase the number of test cases in the tegjyt not detected by it. In short, our work demonstrates the
suite: the more thorough the test Suite, the easier it beﬁom%|ass of malicious hardware UCI| defends against is not
to defeat UCI. comprehensive enough.

To see why this is so, suppose we have a circuit that |n general, the problem of malicious code detection is
contains some malicious logic between signaland t.  equivalent to the problem of proving the circuit is correct.
Suppose there exists a single inputto the circuit that The best solutions we have for tackling this problem at
makes s and ¢ non-equal and that doesn't fall into the design time are exhaustive simulation and formal verifi-
trigger condition. For a reasonably complex circuit thei w cation. However, with the current state of the art, neither
be thousands of non-trigger input configurations, not all ofof these techniques can feasibly be complete. Therefore,
which will be used during design-time testing. If the input 3 challenge for any future work in the area of malicious
z is not found in the test suite, then UCI will (correctly) hardware detection at design time is to clearly identify a
flag the logic between andt¢ as malicious. But if another class of malware to defend against and justify why this class
test is added that does evaluate the circuit on inpuhen s sufficient to capture every attack we might care about.
there will now exist a test whereandt¢ are non-equal and It is important to note that we made no attempt, nor do we
therefore UCI will (incorrectly) remove the flag, treatirtet  claim, to define the class of all possible malicious circuits
circuit as benign. It is counter-intuitive, but we found tha we artificially imposed a significant constraint on our skarc
the number of false negatives (missed attacks) increases @sr malicious circuits: in all of the attack circuits dedwetl
one adds more test cases (and, conversely, the number igfthis paper, the input wires can be separated into trigger i
false positives decreases as the number of tests increasesjuts and non-trigger inputs. Moreover, the definitions give

Of course, we must not lose sight of the bigger picture.in Section Il consider only circuits where such a complete
The goal is to catch the malicious hardware by whatevegeparation exists. We focused on this special class ofitsrcu
means possible. Increasing the number of test cases iesreassolely because it is easy to reason about algorithmically
the chances the attack is uncovered during traditionabdesi and it made it easier to find attacks. However, there is
time testing. Each additional test case is an opportunity tqo reason to assume malicious backdoors will necessarily
detect that the hardware failed to behave as expected, sxhibit this separation in practice. Therefore, any prepos
increasing the number of tests increases the effectivasfess fix to the UCI algorithm or any future design-time algorithm
design-time testing even as it decreases the effectivesfess for detecting malicious circuits should, like UCI, not aseu
UCI. In constructing malicious hardware, the attacker musthat such a separation exists between trigger and noretrigg
walk a line between evading UCI and remaining hiddeninputs.
during design-time testing.

However, then-bit trigger version of our practical attack
demonstrates how the attacker may be reasonably confident There has been considerable prior research on methods for
of avoiding detection through design-time testing or UCI,protecting against malicious hardware. We do not attempt
regardless of the amount of testing conducted. This pointto summarize all of that work here. Rather, our discussion
to a larger challenge facing any UCI-like technique. Anyof related work focuses on research involving the design-
malicious hardware detection scheme that uses test casestase insertion or detection of malicious hardware. Theee ar
its sole specification of correct behavior is working with another possible points along the hardware life-cycle where
incomplete specification. It is impractical (and, in theecaf  malicious logic could be inserted or detected (for example,
a microprocessor, effectively impossible) for a test stite the fabrication and supply chain stages [5]-[13]), but is th
exhaustively cover all possible test cases, and consdguentpaper we focus on the RTL-level design stage, as that is the
a test suite provides only an incomplete specification of thearget of the UCI algorithm. Other stages have very differen
intended behavior of the circuit. In the absence of a corapletproperties and constraints.
specification of the desired behavior, it is not clear how to We first present attack-oriented research, then cover re-
define malicious behavior. (Given a complete specificationsearch on defense mechanisms, and lastly, highlight formal
malicious behavior may be defined as any behavior fallingnethods that may be applicable to the design-time attack
outside the specification.) model.

VII. RELATED WORK



A. Hardware Attacks core and a verifiable inter-module communication philos-

Hadzic et al. were the first to look at what hardwareOPhy (drawbridges) [17]. This approach ensures that no
attacks might look like and what they could do [14]. They trusted IP core is contaminatgd or spied upon by an untrusted
specifically targeted FPGAs, showing it is possible to addP core, not even over a side channel. Because UCI and
malicious logic to the FPGAs configuration file that would Moats and drawbriges attempt to solve different problems,
short-circuit wires, driving them with logic high values. A our attacks on UCI do not affect moats and drawbridges.
wire with multiple high drivers increases the device’s eutr 2) Run Time: Waksman et al. propose TrustNet and
draw, possibly causing the destruction of the device thoug DataWatch [18]. Instead of preventing the inclusion of
overheating or wear-out failures. Hadzic et al. also prefos malicious circuits during design time as UCI attempts to do,
both a change to the FPGA architecture and a configuratioptustNet and DataWatch attempt to suppress malicious be-
analysis tool that would defend against the proposed attackhavior during run time. The goal of TrustNet and DataWatch

Agrawal et al. describe three attacks on RSA hardware als to prevent untrusted hardware units in a processor’s core
a part of a larger paper describing a defense against suppliPeline from leaking information (i.e., producing too nfuc
chain attacks [15]. One of their attacks uses a built-in beun Output information) or stopping the flow of information (i.e
that shuts down the RSA hardware after a prescribed numbdoducing too little output information). For each inputue
of clock cycles. The other two attacks use a comparisori© &n untrusted pipeline stage, the pipeline stages befate a
based trigger that contaminates the results of the RSAfter the untrusted stage determine if the output produced
hardware when activated. These attacks show that targetdly the untrusted stage contains exactly the expected amount
hardware attacks can have a small footprint in terms off information (e.g., when multiplying two 32-bit operands
circuit area, power, and coding effort required. was the result precisely 64 bits wide?). Because only the

The lllinois Malicious Processor (IMP) by King et al. [1] amount of output data is checked, TrustNet and DataWatch
is the first work to propose the idea of malicious hardwardail to detect incorrect output values of the correct width.
being used as a support mechanism for attack softwaré&onsequently, TrustNet and DataWatch are vulnerable to
These hardware security vulnerabilities, inserted dudag ~Malicious backdoors that tamper with the results of com-
sign time, are termed footholds. Since footholds can putations without affecting the size of those results, sihbo
introduced without changing many lines of code and withoutTrustNet and DataWatch and UCI can be defeated if the
much effect on the rest of the design, they can be difficul@ttacker chooses the backdoor appropriately.
to detect using conventional means or s_ide-channel aﬂa_lys(ijc_ Formal Analysis of Hardware
IMP demonstrates two attacks in particular: unauthorize o
memory access, which allows user processes to aCCessHargMa_re, due to its I|.m|ted resources and cycle—bas.ed
restricted memory addresses, and shadow mode, where thghavior is generally quite amenable to formal analysis.
processor executes in a special, hidden mode. As a part &urrently, the majority of research on formal methods, as
IMP, King et al. showed how malicious software services@Pplied to hardware, focuses on verifying that the hardware
can leverage the inserted footholds to escalate privilegedaithfully Implemen'Fs a given spemﬂg_aﬂon _
circumvent the login process, or steal passwords. In fellow ~Model checking is one formal verification technique that
on work, Hicks et al. [2] reimplemented the attacks andverifies the behavior of a hardware design satisfies a set of

verified that the attacked hardware passed SPARCvS certRroperties, which are specified using temporal logic formu-
fication tests. las [19], [20]. The verification is done through a bounded

Jin et al. developed eight attacks on the staged militarXhaustive search of the design state space. However, model
encryption system codenamed Alpha [16]. The attacks corchecking is Ilmlted in its ability to scale to complex des;gn_
rupted four different units and three of the data paths of th§lue to the size of the state space to be explored, which
encryption system. The eight attacks ranged in area ovérheds €xponential in the size of the state [21]. One approach
from less than 1% to almost 7% while still managing to pasghat partly addresses the state-space explosion probléem is
design-time testing. The results highlight the risk of dmal @Pply model checking to an abstract model of the proces-

buried, but powerful attacks. sor [22], but many challenges remain.
Another formal verification technique is to develop a
B. Defenses to Hardware Attacks proof that an abstract model of the processor behaves as

Research on detecting and defending against maliciougrescribed by the given specification [23]-[28]. The proof
hardware can be categorized into purely design-time methmay be developed by hand and verified by a checker, or
ods and methods that involve a run-time aspect. developed interactively with a theorem prover.

1) Design Time:Huffmire et al. study how to integrate  Given sufficient time, computational power, and a com-
untrusted IP cores with trusted IP cores by enabling arplete specification, formal verification techniques can be a
chitects to restrict communication between IP cores. Theypowerful tool for detecting malicious circuits. Even witlto
propose using areas of dead logic (moats) around each lihlimited resources or a complete specification, defenders



might reasonably apply formal methods to the problem of [3] J. Markoff, “Old trick threatens the newest weaponglie
detecting malicious backdoors in processors. It is possibl
to apply formal verification to only certain security-ccéi

modules of the processor. If these modules are simple[4]
enough that a complete specification can be written for them,

it may be possible to fully formally verify such modules,

thereby assuring they are free of backdoors. For instance,

it would have been possible to detect our backdoor from
Section IV by formally verifying the logic for when to
transition to supervisor mode without full formal verifizat

of the entire processor. The use of formal verification is [6]

not guaranteed to detect all malicious backdoors, but it

might make it harder for an attacker to successfully evade

detection.

We demonstrate an attack against UCI, a recently pro-

VIIl. CONCLUSION

posed algorithm for malicious hardware detection. UCI

attempts to detect malicious hardware inserted at design

time by identifying pairs of dependent signals in the source
code that could seemingly be replaced by a wire without

affecting the outcome of any test cases. Experiments show

that it is possible to build malicious circuits in which no

two dependent signals are always equal during design-timel9]

testing, yet where the circuit exhibits hidden behaviorrupo
receiving a special input, called the trigger input. Usingse
circuits, we implement a malicious backdoor in the Leon3

processor that UCI is unable to detect. The attack allows o]

a user-level program, with knowledge of the secret trigger,

to enter supervisor mode, bypassing any OS-level checks.
This work demonstrates that detecting malicious backdoors
in hardware remains an open problem and suggests that
may not be easy to devise a reliable algorithm for detectin

such attacks.
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